
PageDigestfor Large-ScaleWebServices

DanielRocco,David Buttler, Ling Liu
Georgia Instituteof Technology

Collegeof Computing
Atlanta,GA 30332,U.S.A.

rockdj
�

buttler
�

lingliu@cc.gatech.edu

January31,2003

Abstract

Therapidgrowth of theWorld WideWebandtheInternethasfueledinterestin Webservicesandthe
SemanticWeb,whicharequicklybecomingimportantpartsof modernelectroniccommercesystems.An
interestingsegmentof theWebservicesdomainarethe facilities for documentmanipulationincluding
Web search,informationmonitoring,dataextraction,andpagecomparison.Theseservicesarebuilt
on commonfunctionalcomponentsthatcanpreprocesslargenumbersof Webpages,parsingtheminto
internalstorageandprocessingformats. If a Webserviceis to operateon thescaleof theWeb, it must
handlethis storageandprocessingef�ciently .

In this paper, we introducePageDigest,a mechanismfor ef�cient storageandprocessingof Web
documents.ThePageDigestdesignencouragesacleanseparationof thestructuralelementsof Webdoc-
umentsfrom their content.Its encodingtransformationproducesmany of theadvantagesof traditional
stringdigestschemesyetremainsinvertiblewithoutintroducingsigni�cant additionalcostorcomplexity.
Ourexperimentalresultsshow thatthePageDigestencodingcanprovideat leastanorderof magnitude
speedupwhentraversinga Web documentascomparedto usinga standardDocumentObjectModel
implementationfor datamanagement.Similar gainscanberealizedwhencomparingtwo arbitraryWeb
documents.To understandthebene�ts of thePageDigestencodingandits impacton theperformance
of Web services,we examinea Web servicefor Internet-scaleinformation monitoring—Sdiff. Sdiff
leveragesthePageDigestencodingto performstructurally-awarechangedetectionandcomparisonof
arbitraryWeb documents.Our experimentsshow that changedetectionusingPageDigestoperatesin
lineartime,offering75%improvementin executionperformancecomparedwith existingsystems.In ad-
dition, thePageDigestencodingcanreducethetagnameredundancy foundin Webdocuments,allowing
30%to 50%reductionin documentsizefor WebdocumentsespeciallyXML documents.
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1 Intr oduction

Thepromiseof Webservicesoffersanexciting new opportunityfor harnessingthe immensecollectionof

informationpresenton the Internet. To fully utilize the Web asan advanceddatarepositorywill require

sophisticateddatamanagementtechniquesthatwill provide themechanismsfor discoveringnew informa-

tion andintegratingthatknowledgeinto existing stores.Currentsearchenginesprovide corediscovery and

classi�cationservices,but foundationalwork is still neededto make large-scaleWebservicesa reality.

One importantconsiderationfor large Web servicesis datastorageandprocessingef�ciency. Much

of thedataon the Internetis containedin HTML documentsthatareusefulfor humanbrowsingbut incur

signi�cant drawbacksfrom adatamanagementperspective. HTML hasnorealtypeinformationasidefrom

layout instructions,soany datacontainedin thedocumentis mixedwith formattingandlayoutconstructs

intendedto helpbrowsersoftwarerenderpagesonscreen.Automateddataextractionor comparisonof Web

pagesis expensive andslow.

Weintroduceanew documentencodingschemeto addresssomeof theproblemsassociatedwith storage

andprocessingof WebdocumentsasameanstowardenablingWebserviceapplicationsto operateef�ciently

on a large scale. The PageDigest encodingis designedto bring someof the advantagesof traditional

string digestalgorithmsto bearon Web documents.A PageDigestof a Web documentis morecompact

thanHTML or XML formatbut preservestheoriginal structuralandsemanticinformationcontainedin the

sourcedocument.Unlikeschemesusinggeneralcompressionalgorithms,aPageDigestis not“compressed”

from thesourcenor doesit needto be“decompressed”to beused,which minimizestheprocessingneeded

to convert a documentfrom its native format. Further, the digestencodinghighlights the tree structure

of theoriginal document,greatlysimplifying automatedprocessingof digests.Finally, thePageDigestis

structurallyawareandexposestheinformationcontainedin adocument's treeshapeto applications.

Themajorcharacteristicsof thePageDigestaresummarizedbelow.

� Separatestructure andcontent.Documentson theWeb—suchasHTML or XML—can bemodeled

asorderedtrees,whichprovideamorepowerful abstractionof thedocumentthanplaintext. ThePage

Digestusesthis treemodelandexplicitly separatesthestructuralelementsof thedocumentfrom its

content.Thisfeatureallowsmany usefuloperationsonthedocumentto beperformedmoreef�ciently

thanoperatingon theplain text.

� Comparable. PageDigestscanbe compareddirectly to eachother. Subsectionsof the digestcan

alsobecompared,which providesthemeansfor semanticallyricherdocumentcomparisonssuchas
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resemblance.

� Invertible. PageDigestscanbeef�ciently convertedbackto theoriginal document.Sincethedigest

encodingis signi�cantly smallerthantheoriginaldocument,it providesascalablesolutionfor large-

scaleWebservices.Thedigestis anidealstoragemechanismfor aWebdocumentrepository.

Therestof thepaperproceedsasfollows. Section2 discussesotherwork in the�elds of generaldocu-

mentdigest,similarity, treeencodings,andchangedetection.Section3 presentsthePageDigestencoding

in detailandexaminetheprocessof producinga digestfrom a standardWebdocument.Section4 brie�y

discussesapplicationsof the PageDigest. Our experimentsin Section5 evaluatetheperformanceadvan-

tagesrealizedby applicationsusingPageDigests.Weconcludeby consideringrelatedeffortsanddiscussing

futureresearchdirections.

2 RelatedWork

Digest. Thereis a largebodyof existing work on comparisonanddigestmechanismsfor generaltext and

binary strings. Oneof the earliestapplicationsof thesealgorithmsis in network transmissionprotocols

wherethey areusedto detectandpossiblycorrecttransmissionerrorsin blocksof data.A simplescheme

is to appenda parity bit [19] to eachblock that is chosento force thenumberof “1”s in a bit string to be

evenor odd; thechoiceof evenor odd is agreeduponbeforehand.Hamming[11] proposedthenotionof

the Hammingdistancebetweentwo bit stringsanddeviseda mechanismfor usingthis metric to produce

protocolsthat could correctsinglebit errorsin a block; this techniquehasbeenextendedto correctburst

errorsaswell [19]. Anotherfamily of errordetectingalgorithmsis thecyclic redundancy check(or cyclic

redundancy code)[19, 2], whichproducesa“checkword” for agivenstring.Thecheckwordis computedby

thesenderandappendedto thetransmittedblock. Onreceiving theblock,thereceiver repeatsthechecksum

computationandcomparestheresultwith thereceivedchecksum;if they differ, theblock is assumedto be

corruptandthereceiver typically requestsa retransmission.

Anotherapplicationof digestalgorithmsis in theareaof informationsecuritywherethey areusedto pro-

tectpasswords,cryptographickeys,andsoftwarepackages.Perhapsthemostpopularof thecryptographic

hashfunctionsis the MD5 [15] algorithm,which is an extensionof ProfessorRivest's earlierMD4 algo-

rithm [16]. Otherexamplesof similarhashfunctionsincludeSHA-1[8] andits variantsandtheRIPEMD[7]

family; SHA-1 is an extensionof MD5 while RIPEMD wasdevelopedindependently. Although the me-

chanicsof thesealgorithmsdiffer, they have similardesigngoals.
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Thethreeimportantfeaturesfor cryptographicapplicationsarepseudo-uniquehashing,randomization,

andcomputationallydif�cult inversion. Supposewe have a hashfunction � . Ideally, if two documents
� and � exist suchthat ���

� , then ���

�
	��

���
�

	 ; conversely, ��� �

��� ���

��	�� �

���
�

	 . However,

thesehashalgorithmsproduce�x edlengthresults(that is, � ���

�
	

� is constantfor any � ), soguaranteeinga

uniquehashfor any arbitraryinput is impossible.Rather, thesealgorithmsaredesignedfor computationally

dif�cult inversion:for agiven ���

�
	 , �nding an � thatgenerates��� ��	 is computationallydif�cult by current

standards.

Therandomizationpropertyof thesealgorithmsmeansthatsmallchangesin theinput documentresult

in dissimilarhashvalues.Given � and ��� , where��� is a single-bitmodi�cation of � , ���

��	 and ���

����	 will

betotally distinct.

In designingthePageDigestencoding,we attemptedto capturetheutility of stringdigestmechanisms

while leveragingtheuniquefeaturesof Webdocuments.ThePageDigestdesigndivergesfrom moretradi-

tional digestmechanismswith respectto its intendedapplicationdomain,focusingon ef�cient processing,

comparison,andstorageutility ratherthancryptographicsecurityor errorcorrection.

Change Detection and Diff Services Traditional changedetectionand differencealgorithmswork on

stringsor trees. Past researchfocusedon establishinga setof changeoperatorsover the domainof dis-

courseandacostmodelfor eachof thede�ned operators.Oncetheseparameterswereestablished,thegoal

was,given two elementsfrom the domain,to constructan algorithmthat would producea minimum-cost

editscript thatdescribedthechangesbetweenthetwo elementswith thesmallestoverall costof operations.

Barnardet al. [1] presenta summaryof severalstring-to-stringandtree-to-treecorrectionalgorithms.Den-

nisShashaetal. [18] summarizetheirwork onvariousproblemsrelatedto tree-to-treecorrectionandpattern

matchingin trees.ChawatheandGarcia-Molina[6] extendportionsof this work with additionalsemantic

operatorsto make thedifferencedocumentmoremeaningful:in additionto insert,delete,andupdate,they

introducethe operatorsmove, copy, andglue to impart greatersemanticmeaningto the generateddiffs.

Changedetectionusingthesealgorithmsconsistsof generatinga minimum-costedit script andtestingto

seeif thescriptis empty. Algorithmsfor generatingminimum-costeditscriptsfor treesarecomputationally

expensive,while stringdifferencealgorithmsmissmany of thenuancesof tree-structureddataformats.

Othershave alsorecognizedthe importanceof fastchangedetectionthat targetstree-structureddocu-

ments,suchasHTML andXML. Khanet al. [13] computesignaturesfor eachnodein a tree,allowing fast

identi�cation of only thosesubtreeswhich have changed.The main costhereis the computationof the

signatureof eachnode. Thedrawbackto this approachis that falsenegatives—documentswhich change,
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Figure1: SampleHTML PageandAssociatedTree

but thesignatureof the root nodedoesnot change—arepossible.Many applicationscannottoleratefalse

negatives,makingthisapproachunsuitableor undesirablefor suchsystems.

We have written a changedetectionalgorithm,Sdiff, that explicitly usesthe structuralcharacteristics

exposedby the PageDigestencoding. This algorithmdeviatesfrom the focusof earlierwork by lever-

agingtheuniqueencodingof thePageDigestto detectsemanticallymeaningfulchanges.Sdiff explicitly

supportsmany differenttypesof changedetection,providing a smoothtrade-off betweencostandthelevel

of changedetail extracted. The supportedtypesof changedetectionincludesimple changedversusnot

changed,ef�cient markupof exactly which elementshave changedbetweentwo versionsof a document,

andcomputationof a minimal edit script that transformsoneversioninto another. Many applicationscan

useSdiff 's �e xibility to achieve betterperformanceandsemanticinterpretationof data.UsingSdiff, a Web

servicecancomparedocumentsquickly andwith morecontrol thantext diff algorithmsallow, examining

particularfacetsof thedocumentthatareinterestingandignoringchangesin uninterestingportions.For ex-

ample,applicationssuchasWebchangemonitoringservicesneedto detectinterestingchangesto aspeci�c

aspector subsetof apage,but donotneedto computeedit scripts.If aWebservicerequiresfull edit scripts

for properoperation,Sdiff caninvoke a powerful tree-diff algorithmthat focusescomputingresourceson

only thosedocumentsthathave beenchanged.
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3 PageDigest

3.1 Overview

The PageDigestis a straightforward encodingthat canbe ef�ciently computedfrom an orderedtreeof a

sourcedocument,suchasanHTML or XML document.Figure1 shows anexampleof a renderedHTML

pageandavisualizationof its tag-treerepresentation.

ThePageDigestencodingconsistsof threecomponents:nodecount,depth�rst child enumeration,and

contentencoding.Weselectedtheseparticularelementsfor inclusionin theformatbasedoncarefulevalua-

tion of Webdocumentsandthecharacteristicsof thosedocumentsthatareimportantfor many applications.

For example,thetreestructureof a documentcanhelppinpointdataobjectlocationsfor objectextraction

applications.

NodeCount.The�rst componentof a PageDigestis a countof thenumberof nodesin thedocument's

treerepresentation.The main purposefor this count is for fast changedetection: if two documents�

�

and ��� have differentnodecountsthen �

��� �

��� . Inclusionof this countcaneliminatecostlydifference

computationsfor changedetectionapplicationsandprovidesasizeestimationfor storagemanagement.

DFS Child Enumeration. The secondcomponentof the digest is an enumerationof the numberof

childrenfor eachnodein depth-�rstorder. In atypicalWebdocumentencodingsuchasHTML, thestructure

of the documentis entwinedwith its content. We hold that separatingthe contentand structureof the

documentprovidesopportunitiesfor moreef�cient processingof thedocumentfor many applications.We

have alreadymentionedusingstructuralcuesto extractdataobjects;documentstructurecanalsobeusedto

enhancechangedetectionasdescribedin Section4.

ContentEncodingandMap. Finally, thePageDigestencodesthecontentof eachnodeandprovidesa

mappingfrom anodeto its content.Usingthecontentmap,wecanquickly determinewhichnodescontain

contentinformation. The contentencodingpreserves the “natural order” of the documentas it would be

renderedonscreenor in print, whichcanbeusedto producetext summariesof thedocument.

3.2 SpecializedDigestEncodings

In theprevioussectionweexaminedthegeneralPageDigestencodingthatcanbeappliedto many different

typesof documents.However, if morespeci�c informationis availableaboutaparticulartypeof document

to be encoded,it is possibleto constructa specializeddigestformat that takesadvantageof the nuances

of that type. For example,TEX documentsandHTML bothhave additionaldocumentfeaturesthatcanbe
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AM={-,-,-,0,-,-,-,-,1,-,-,-,-,-,-,-,-,-,-}
TM={1,2,3,4,3,1,2,3,4,3,5,6,0,6,7,0,8,0,8}

AL={I,J}
CL={A,B,C}

ST={1,2,1,0,1,1,2,1,0,1,5,1,0,1,1,0,0,0,0}
N = 19

CM={-,-,-,-,-,-,-,-,-,-,-,-,0,-,-,1,-,2,-}

Tree:
PD:

@src=J

@src=I

#TEXT: C

#TEXT: B

table

#TEXT: A

TL={#TEXT, table,tr,td,img,font,b,a,br}

b

a

br

td

tr

tr

font

brb

table

td

td

img

img

td

Figure2: TreeFragmentwith CorrespondingPageDigest

encodedandused.

We have constructeda specializeddigestfor HTML pages. In addition to the threecomponentsof

the generaldigestformat, the HTML encodingincludestwo additionalaspects:tag type informationand

attributes. All HTML nodesare taggedwith a particulartype suchas “BODY” or “P.” While we could

encodethis informationasa form of content,it is advantageousto useaspecializedencodingto exploit the

characteristicsof HTML. Tagstendto bequiterepetitive, sousinga tagencodinganda mapfrom nodesto

their tagallows usto storeeachuniquetagnameonly oncefor theentiredocument,thussaving storageand

memorycosts.This alsoprovidesanef�cient mechanismfor locatingnodesof aparticulartype.

The specializedPageDigestencodingcanalsohandleXML documents,which aremoredata-centric

thanHTML andtendto have longer, moredescriptive tagnames.Giventhat tagsin XML documentstend

to comprisea higherpercentageof the overall document,PageDigestsfor XML documentscanpresent

signi�cant saving in termsof storageandmemorycosts.

3.3 PageDigestExample

Considerthe exampleWeb documentin Figure1, which shows the treerepresentationof a pagefrom a

Canadiannews site [5] with text nodesomittedfor clarity of the diagram. This examplepageis typical

of Web pagesmodeledas trees. It containstwo subtrees—rootedat nodes“head” and“body”—that are

childrenof therootHTML node.Theheadof thedocumentcontainsthetitle tagandtext of thetitle, while

thebodyof thepagecomprisesthebulk of thedocumentandcontainsthecontentof thepageenclosedin

severaltables,plusa tablefor thenavigationmenuanda few imagesandforms.

Thetreefragmentin Figure2 shows oneof thetablesubtreesof Figure1 with theadditionof thenode
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attributesandtext nodes.Thenodetypes—ortagnames—appearto theright of thenode.Attributesappear

below thenodeto which they belongandaredenotedwith the“@” symbol.All nodesexceptfor text nodes

areshown ascircleson thegraph;text nodesareshown via thelabel“#TEXT” followedby thetext content

of thenoderepresentedwith a single-lettervariable.Thedocumentfragmentrepresentedby this subtreeis

a tablethatcontainsonerow with two columns—child“tr” with two “td” children.The�rst columnof the

tablecontainsan imagewhile the secondcolumncontainsanothertablecontainingtwo columnswith an

imageandsometext.

To theright of thesubtreeis its PageDigestrepresentationincludingtheHTML tagandattributeexten-

sions.N shows thenumberof nodesin thesubtree.Therepresentationof thetreestructureof thedocument

is containedin thelist ST, whoseelementsarenumberof childrenateachnodein depth-�rst traversalorder.

Notice that the subtreeroot node“table” hasonechild: ST[0] thereforehasthe value`1'. Continuingin

depth-�rst order, “tr” hastwo children(ST[1] � `2'), the leftmostchild “td” hasonechild (ST[2] � `1'),

andthenode“img” containsno children(ST[3] � `0'). Theencodingcontinuesin a similar fashionalong

therestof thesubtreein depth-�rst order.

The array ST hasseveral useful properties. It encodesthe structureof the tree and can be usedto

re-constructthesourcedocumentor generatethepathto aparticularnode.It alsoprovidesacompactrepre-

sentationof thetree.ST canin mostcasesbeeasilyencodedin only N characterswithout any bit-packing

or othercompressiontechniques.Eachnodecanbe identi�ed via theST arrayindex, which indicatesthe

node's positionin thearray: the root is “0,” the root child node“tr” is “1” andso on. Finally, ST canbe

usedto quickly identify areasof interestsuchasleaf nodesor large subtreenodesin thetree. Thesubtree

anchoredat the“font” node,for example,contains5 childrenwhile everyothernodehas2 or fewer.

TL, AL, andCL denotea tag list, an attribute list, anda contentlist respectively. TL is the setof all

nodetypesfoundin thesubtree.AL is thesetof all theattributesencountered.CL is a setcontainingany

contentfrom #TEXTnodes.TM, AM, andCM denotetagmapping,attributemapping,andcontentmapping

respectively. They mapthenodearrayST to thetype,attribute,andcontentlists. Thenodesarematchedto

their types,attributes,andcontentsin thesameorderthey appearin ST. Thus,therootnode,0, is mappedto

TM[0] � 1 indicatingit hastype1, AM[0] � `-' andCM[0] � `-' signifying thatthisnodehasnoattributes

or content.Lookingcloser, weobserve thatTL[TM[0]] � TL[1] � type“table,” exactlyaswewouldexpect

giventhattherootnode0 is of type“table.”

Everynodemusthaveanentryin TM sinceeverynodehasatype.For HTML, thesizeof TL is typically

lessthanN sincetagsareusuallyrepeated:in any given page,thereis usuallymorethanonenodeof the
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sametype,beit a text section,paragraph,tablerow, or sectionbreak.In contrast,having anentryin AM or

CM dependsentirelyuponwhetherthenodehasattributesor content.Observe that text contentis always

foundat theleavesof thetree:CM[x] �� `-' impliesthatST[x] � 0, wherex is theindex on thenumberof

nodesin thesubtreetablerangingfrom 0 to ��� �"!

	 .

3.4 PageDigestConversionAlgorithms

Algorithm1showsasketchof thealgorithmfor convertingasourcedocumentWinto its digestedform,while

Algorithm 2 codesthereverseprocess.For thesealgorithms,weassumethatadocumentis well-formed[21]

with properlynestedtags.Dueto thespacerestrictionandwithout lossof generalitywe only describethe

constructionof ST arrayandomit thealgorithmdetail for constructingtagname(TL, TM), attribute (AL,

AM), andcontent(TC, CM) arraysfrom thesealgorithms.An overview of theimpactof thesefacetson the

timeandspacecomplexity of ouralgorithmswill bereportedin Section3.5.

Algorithm 1 beginsby initializing thedataits datastructures,includingastackthatis usedto keeptrack

of nodeancestryanda PARENTarraythatkeepstrackof eachnode's parentindex. Themain loop of the

algorithmreadsthe charactersof the input documentWuntil it reachesthe endof the input. While it is

reading,thealgorithmscansthedocumentfor startandendtags,whichdeterminethestructuralinformation

andancestorcontext for eachnode. The endresultof Algorithm 1 is the structuralarray(ST) with node

countinformation.

Analysisof Algorithm1. Thealgorithmreadsthecharactersof Wandusesthestackto retaintheancestor

hierarchyof thecurrentnode.A newly encounteredtagindicatesa descentdown thetree,while anendtag

indicatesa returnup the tree. The time complexity of thealgorithmis dominatedby line 12, which scans

partof thesourcedocumentWateachpass.Eachscanis non-overlappingwith all otheriterations,andeach

partof Wis readonly once,giving a total time for all iterationsof #$�&%

	 , where %

�

� W � . Theothersteps

insidetheloopareall #��'!

	 operationsto within aconstantfactor, sotheremainingstepsof theloop require

#$�
(

	 , where( is thenumberof nodesin W; we thushave #��&%*)�(

	 . However, we notethat ( is at most + ,

sinceeachnodein Woccupiesaminimumof 7 characters,whichyieldsa �nal timecomplexity of #$�&%

	 for

Algorithm 1.

The spacerequiredby the algorithmis dominatedby the PARENTandST arrays,eachof which oc-

cupy #$�
(

	 characters.In addition,the spacerequiredby the stackS is boundedby the depthof the tree

representationof W; in the worst casewhereW is a linked list, S occupies#��
(

	 spaceat the endof the

algorithm.
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Algorithm 1 Page Digest
W - <character array of source document>
S -/.1032546%
�

	

PARENT = []
ST = []
index = 0 5

/* root has no parent */
PARENT[0] = '-'

798

.;:<� 0, S	

10

while W �� EOF do
tag = =?>12A@A�B>

�

0DCE2?F�� W	

if isStartTag(tag) then
if index �� 0 then

PARENT[index] = 7

>1>;%
� S	

15

ST[PARENT[inde x] ]+ +
ST[index] = 0

end if
798

.G:�� index, S	

else 20
7IHJ7

� S	

end if
index++

end while

Algorithm 2 shows theprocessof converting from a PageDigestbackto theoriginal document.This

processis modularizedinto two components.The main routinemaintainsa visited list V to track nodes

that have alreadybeenseenduring the tree traversal. The stackS maintainsthe ancestorhierarchyand

preservessibling orderfor thetraversal.TheCHILDRENarraykeepsa list of eachnode's children,which

is obtainedfrom the 46:LKNM�@O=P>Q( subroutine.Initially, thestackcontainsonly theroot node.Themainloop of

thealgorithmproceedsby poppingthetopnodefrom thestack;this is thecurrentnode.If thecurrentnode

hasnot yet beenvisited, threeactionsoccur: theopentagfor thatnodeis output,thenodeis pushedback

on thestackandthevisitedlist, andthenode's childrenarepushedontothestackfrom right to left sothey

will bevisited in left to right order. If thecurrentnodehasalreadybeenvisitedwhenit is �rst poppedoff

thestack,thenthealgorithmhas�nished traversingthatnode's childrensoit outputsthenode's closingtag.

The 46:RKNM�@?=?>6( subroutinetakesaPageDigestandconstructsa list of theindicesof eachnode'schildren.

To accomplishthistask,it requiresastackCSto maintainthenodehierarchy. Thesubroutine�rst constructs

anarrayof emptylists to hold thechildrenof eachnode. Then,startingfrom theroot node,it visits each

nodein ST keepingthe currentnode's parentasthe top elementof the stack. Every nodeis addedto its

parent's CHILD list. If the currentnodeis an internalnode,the next nodesin the depth-�rst orderedST

arraywill bethechildrenof thecurrentnode,sothesubroutinepushesthecurrentnodeontothestack.For

leaf nodes,thesubroutinechecksthetop nodeon thestackto seeif thecurrentnodeis its lastchild; if so,

9



Algorithm 2 PageDigestto originaldocument
P - Digest of Page W
ST - P.ST
V - SPT

S -/.1032546%
�

	

CHILDREN -U46:LKNM�@?=?>Q(V� P	

5

/* push the root onto the stack */
798

.;:<� 0, S	

while � S �5WYX do
current -

7IHJ7

� S	

10

if current Z

[ V then
798

.G:�� current, S	

V - current \ V
7

=]K^(
0_� '<' + 03�

7

>O� current 	 + '>' 	

for c [

=P>Q`5>Q=P.G>O� CHILDREN[current ] 	 do 15
798

.G:�� c, S	

end for
else

7

=]K^(
0_� '</' + 03�

7

>A� current 	 + '>' 	

end if 20

end while

/* subroutine to find children of all nodes */
N - nodeCount(P)
CS -/.1032546%
�

	

25

ST - P.ST
CHILD = []

for index = 0 to (N - 1) do
CHILD[index] = SPT 30

end for

/* push the root onto the stack */
798

.;:<� 0, CS	

for index = 1 to (N - 1) do 35

parent = 7

>1>;%
� S	

25@O@a� index, CHILD[parent] 	

if ST[index] �� 0 then
798

.G:�� index, CS	

else 40

CHILD[index] � '-'
if ST[parent] �

� CHILD[parent] � then
7IHJ7

� CS	

end if
end if 45

end for
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thetopnodeis poppedoff thestackandtheroutinecontinues.

Analysisof Algorithm 2. We �rst considerthe complexity of the main portion of the algorithm. Ini-

tialization of variables—exceptingthe CHILDRENarray, which we will discussshortly—canbe donein

constanttime. Althougha cursoryinspectionof thebodyof thealgorithmsuggests#��
(

�

	 operationsdue

to thenestedloops,carefulinspectionrevealsthattheinnerfor -loopwill visit eachnon-rootnodeexactly

once,therebyexecutingexactly (b�c! pushoperationsover the courseof all iterationsof the outer loop.

Additionally, we canensurethat the =?>Q`5>6=?.G> operationincursno additionalcostby traversingtheCHIL-

DRENlists from the endratherthanthe front. For the visited list check,if V is handlednä�vely asa list,

thealgorithmwill executeapproximatelydG( searchesof V, a list of averagesize e

�

. However, usinga hash

tablefor V will yield constanttime searchesandinserts.Theotheroperationscontainedin theouterloop

executein constanttime. Thus,thecomplexity of thealgorithmarisesin part from thecostof pushingall

(��b! non-rootnodesontothestackin theinnerloop. Wehaveanadditionalcostof 4gf�dG( for theouterloop

where 4 is a constantrepresentingthetotal costof operationsfor theouterloop. This yieldsa total costfor

bothloopsof �
(h�"!

	

)�4if1dG( .

Computationof theCHILDRENlists involvesseveralconstanttimevariableinitializationsplus ( empty

list creationsin the�rst for loop. Thebodyof thealgorithmloops (h�"! timesover thenodesof thePage

Digest,performingseveralconstanttimestackmanipulations,comparisons,andlist additions.Totalcostfor

theloop is @jfA�
(h�Y!

	 , where@ representsthecostof theoperationsof theloop.

Our �nal costfor Algorithm 2 is thecostof computingtheCHILDRENlist plus thecostof theoutput

routine.Thetotal costis (k)l@jfO�
(h�Y!

	

)m�
(h�Y!

	

)�4if1dG( , yieldinga �nal timecomplexity of #$�
(

	 .

3.5 Further Analysis

Algorithms1 and2 show PageDigestconversionon simpli�ed documentsfor clarity of presentation,but

converting actualWeb documentsaddsonly a few additionalprocessingrequirements.The PageDigest

shown in Figure2 capturesall thecomponentsof thedocumentby encodingthetype,attribute,andcontent

lists. Thesemappingscanbebuilt up at thesametime that thestructurearrayST is constructedwith little

additionalcomputationoverhead.Thespaceoverheadfor themappingsAM, TM, andCMis nG( . Redundant

tag namesareeliminated,so eachuniquetag namein the documentis storedonce;we will demonstrate

thesavingsaffordedby this techniquein theexperiments.Theattributeandcontentlists consumethesame

amountof spaceasin thesourcedocument.

We assumein the above algorithmsthat Web documentsarewell-formed: propernestingandclosing
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tagsareassumedto be in place.Althoughpropernestingis anabsoluterequirement,it is possibleto relax

the strict requirementfor closing tagsin somecircumstances.For instance,HTML speci�cationshave

historicallyallowedtagssuchas“br” thatdonothaveanendtag. In suchcases,wecangenerateanimplied

closingtagusingrulesthatarespeci�c to eachtagtype;it is alsopossibleto correctsomeHTML errorsthis

way.

4 PageDigestApplications

Now thatwe have seenthePageDigestencoding,we considerseveralapplicationexamplesthatmake use

of thePageDigestto increasetheir operatingef�ciency.

4.1 DocumentComparison

ThePageDigestprovidesseveraladvantagesoverstandardWebdocumentformatsfor changedetectionand

diff generationapplications.First, thedigestseparatesthestructuralelementsof a Webdocumentfrom its

content,allowing thechangedetectionanddiff algorithmsto run independentlyof eachotherto speedup

thechangedetectionstep. The PageDigestis designedto make the importantstructuralinformationof a

Webdocumentexplicit andstoresuchinformationin acompactform thatcaneasilybescannedfor changes.

For example,aftertheencodingof a Webdocumentis complete,thenumberof nodesin thedocumentand

a list of typesareboth immediatelyavailableandeasilycomparable.It is alsoeasyto identify leaf nodes

andtheir contents.This separationis notpresentin many otherdiff toolsincludingUnix diff [10], which

mustcomputetheentirediff by scanningall thebytesin theinput �les to reportwhetheror notachangehas

occurred.

We have incorporatedthePageDigest's designprinciplesinto a Webchangemonitoringapplication—

Sdiff. Sdiff usestheuniquecharacteristicsof thePageDigestto performef�cient structurally-awarechange

detection,changelocation,anddifferencegenerationonWebdocuments.It' salgorithmsoperateoverstruc-

tural, tag,attribute,andcontentfacetsof theWebdocument.For instance,comparingnodecountsandtree

structuresbetweentwo documentdigestscanbedonewith #$�
(

	 comparisons,wherethenumberof nodes

( is signi�cantly smallerthannumberof charactersof thesourcedocuments.This techniqueis muchmore

ef�cient thaneven the besttreedifferencealgorithms,leadingto signi�cant ef�ciency improvementsfor

changedetectionover documentsetswith evenoccasionalstructuraldifferences.Algorithm 3 shows anex-

ampleof thisstructuralchangedetectionthatmightbeusedaspartof aWebchangemonitoringapplication.

For furtherdetailson theotheralgorithmsin theSdiff suite,see[17].

12



Algorithm 3 StructuralChangeDetection
o

= Original Page Digest of page at time 0qp (loaded from disk)
� = Page at time 0

�

let r = PageDigest( � )
if

o

.size ��

r .size then 5

/* Digests have different number of nodes */
return true

else
let K = 0
for Kts

o

.size do 10

if
o

.ST[i] ��

r .ST[i] then
/* Digests have different structure at node K */
return true

end if
Ka)Y) 15

end for
end if
return false

Intuitively, structuralchangedetection�rst checksif thenumberof nodesin the two documentsis the

same;if not,at leastonenodehasbeeninsertedor deleted,soastructuralchangehasoccurred.However, if

thesizesarethesame,thealgorithmmuststill checkeachnodesinceit is possiblefor thenodesto havebeen

rearranged.If at eachnode K in bothdocumentsthenumberof K 's childrenis thesame,thenno structural

changehastakenplace.

4.2 WebData Extraction

Web dataextractionservicestry to automaticallydetectandextract objectsfrom Web documents,where

“objects”arede�ned to bethedataelementsfoundonthepage.Non-objectcontentincludesadvertisement,

navigational, and formattingconstructsthat do not make up the informationconveyed in the document.

Thesedataobjectscanthenbeusedby Webservicesfor taskssuchasintegratingdatafrom differentsites;

automationallows suchservicesto extract the datacomponentsof a pagewithout site-speci�c cluesor

markupconventions. As an example,oneapplicationallows a userto enterqueriesaboutbooksandsee

relevant informationcompiledfrom several onlinebookvendors.Thebene�t of thePageDigestfor Web

dataextractionstemsfrom thedigest's compactformatandfastaccessto tagtype informationthat is used

to determineobjectboundaries.An exampleWebdataextractionsystemis Omini [4].

4.3 DocumentSimilarity

Anotherinterestingapplicationin thedocumentcomparisondomainis similarity estimationbetweendoc-

uments.Traditionalmessagedigestalgorithmsprovide exactnessdetection,but it is sometimesuseful to

13



know if two documentsare“similar” [3] in somefashion:Websearchenginesthatprovide similar pages

to a given searchresultmight employ this type of estimate.With the PageDigest,we extendtraditional

similarity estimateideasto provide a moresemanticallyrich setof similarity comparisons.Two intuitive

comparisonsarestructure-onlyandcontent-onlysimilarity, but it couldalsobeusefulto comparethedocu-

mentsat a speci�c setof nodes:for instance,onemight posethequestion“What is thesimilarity between

theparagraphsof thesetwo documents?”

5 Experiments

We reporttwo setsof experiments.The �rst setof experimentsis designedto testvariouscharacteristics

of the PageDigestwhenperformingsomecommonoperationsover Web documents.The secondsetof

experimentstestedthe�rst versionof our Sdiff implementationon severaldatasetswith thegoalof evalu-

atingSdiff 'sperformancecharacteristicsrelative to othertools.Wewill �rst discussourexperimentalsetup

by noting theequipmentandlanguagefeaturesusedto run our experiments.We alsodiscussthe testdata

includinghow we obtainedthedatasetandwhat thetestdatais intendedto model.Finally, we outlineour

experimentalgoalsandpresenttheresults.

5.1 Experimental Setup

Equipment and TestData. All measurementsweretaken on a SunFire280 with 2 733-MHzprocessors

and4 GB of RAM runningSolaris8. Thesoftwarewasimplementedin Java andrun on theJava HotSpot

Server virtual machine(build 1.4.0,mixed mode). The algorithmswererun ten timeson eachinput; we

averagedtheresultsof thetenexecutionsto producethetimesshown.

We usedtwo sourcesof datafor our experiments:datagatheredfrom theWebandgeneratedtestdata.

TheWebdataconsistsof time-seriessnapshotsof certainsitesandpagescollectedfrom a distributedsetof

sites.For thegenerateddata,webuilt acustomgenerationtool thatcancreateXML documentscontainingan

arbitrarynumberof nodeswith auserspeci�edtreestructure.Thedatausedin theseexperimentsconsistsof

documentsof varioussizeswith threebasictreeshapes:bushy, mixed,anddeep.Weuseddatawith different

shapesto modelthevarietyof datafoundin differentapplicationscenariosandto testthesensitivity of tree

processingapplicationsto treeshape.
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Figure3: PageDigestTraversalandObjectExtraction

5.2 PageDigestExperiments

Thesuiteof experimentsoutlinedherearedesignedto testvariouscharacteristicsof thePageDigestwhen

performingsomecommonoperationsoverWebdocuments.Ourexperimentalgoalswereto modelrealWeb

data,to testthestrengthsandweaknessesof thePageDigestalgorithms,andto gaugeperformancerelative

to similar tools.

Experiment 1: TreeTraversal

Figure3(a)showsacomparisonof thecostof traversinganentiredocumenttreefor boththePageDigest

andDOM. ThePageDigestis ableto completetraversalsfasterthantheDOM implementationusedin our

tests;usingthePageDigestfor DFStraversalsis equivalentto scanninganarrayof size ( , which accounts

for theDigest's hugeperformanceadvantagefor depth�rst search.

Experiment 2: Object Extraction Performance

Objectextraction from Web documentsoccursin four phases:read�le, parse,identify subtree,and

determineobjectdelimiters.ThisexperimentusestheOmini [4] objectextractionlibrary, whichusesadoc-

umenttreemodelfor its processingroutines.In thisexperiment,weshow theobjectextractionperformance

usinganoff-the-shelfDOM implementationcomparedwith a re-implementationusingPageDigestasthe

processingformat.

Of thefour phases,we expectthereadingtime to beconstantfor bothsystemssincethey bothusethe

sameIO subsystem.Theparsingandsubtreeidenti�cation phasesrely on treetraversalsto function,which
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we expect to be an advantagefor the PageDigestencoding. Objectdelimiter determinationoperateson

nodesof thealready-traversedtree,whichdoesnot immediatelypresentanadvantageto eitherapproach.

Figure3(b)showstheaverageandmaximumperformancetimesfor Omini usingPageDigestandDOM.

Thegraphbarsshow theaverageperformancetimefor all datasamplesin theexperiment.Wehaveincluded

errorbarsthatshow therangeof timesobtainedusingour experimentaldataset: the low endof thebar is

the fastesttime recordedwhile the high end is the slowest time. As we expected,the time to readthe

pagewasidenticalbetweenthetwo implementations.TheDOM implementationedgedout thePageDigest

versionfor objectseparationminimum, maximum,andaveragecaseperformance,while the PageDigest

implementationperformedmarkedly betterin mostcasesfor parsingandsubtreeidenti�cation.

Experiment 3: SizeComparison
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Figure4: PageDigestSizeComparison

Experiment3 presentsa sizecomparisonbetweentwo documentsin XML formatandtheir equivalent

PageDigests. The PageDigestencoding,while not a traditionalcompressionalgorithm,canreducethe

sizeof documentsby eliminatingredundantstorageof tagsin thesource,presentin bothHTML andXML.

Naturally, the savings afforded by this featurevary with the type of databeingdigested:content-heavy

documentswith few tagswill bene�t theleast,while highly tag-repetitive data-centricdocumentswill enjoy

thelargestreductionin size.

This experimentexaminesthe potentialreductionofferedby the PageDigest; Figure4(a) shows the

results.All tagsizesin thedatawere�x edat5 or 10characters.Thex axisin thegraphis thepercentageof

tagrepetitions:the50%mark, for example,shows thecompressionwhen50%of thedocument's tagsare

thesameandtheother50%areall unique.
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Figure5: PageDigestto WebDocumentConversionPerformance

Experiment 4: PageDigestGeneration,Revert, and Load Time

This experimentexaminesthe time requiredto convert a Web documentfrom its native format to the

PageDigest for variousdocumentsizes. Figure5(a) shows the performanceof loadingboth parsedand

pre-computedPageDigestencodings.For applicationsthat canmake useof cacheddata,suchaschange

monitoringapplications,cachingPageDigest representationsof pagesis a clear improvementin storage

spaceandloadtimesthatdoesnot sacri�ce any �e xibility: thesourceHTML canalwaysbereconstructed

from thePageDigestif needed.

In addition,thegraphshows the time neededto createa PageDigestcontrastedwith the time needed

to constructan in-memoryDOM tree of the samedocument. This test comparesthe JTidy [14] DOM

parserfor HTML DOM treegeneration,theXerces[20] SAX parserfor HTML DOM, andthePageDigest

generatorwhichalsousestheXercesSAX parser. AlthoughtheSAX basedHTML to PageDigestconverter

outperformstheerror-correctingDOM parser, loadingthenative PageDigeststoredon disk demonstrates

thegreatestperformancegainsinceit requiresminimalparsingto returnanin-memorytreerepresentation.

WenotethatthestandardSAX to DOM converterperformsslightlybetterthatthePageDigestgenerator.

This is dueto theminimaloverheadneededto organizethePageDigestafterparsing,acostwhichtheDOM

generatordoesnot incur. However, this performancehit is mitigatedby thesubstantialsavings in traversal

timeaffordedby thePageDigest,asshown in Experiment1.

Figure 5(b) shows the performanceof our implementationof Algorithm 2, which converts a docu-

ment's PageDigestbackto its native format. Note thatunlike thediscussionof Algorithm 2 presentedin
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Figure6: PageDigestPerformanceComparisonwith IBM CorporationXML TreeDiff

Section3.4, our implementationconverts theoriginal documentexactly andpreserves type,attribute, and

contentinformation.Wecon�rm ouralgorithmicanalysisandshow thatthetimerequiredto convert aPage

Digestto its native form is linearly proportionalto thesizeof theinput document,anddoesnot dependon

thetreeshape.

5.3 Sdiff Experiments

WetestedSdiff 'sperformancerelative to otherdocumentcomparisonapproaches.Ourgoalwith theperfor-

mancetestswasto emphasizethebene�t of separatingstructureandcontentin Webdocuments,which is a

corecomponentin theSdiff design.

Experiment 5: PageDigestChangeDetection

Figure6(a) comparesSdiff 's performancewith anothertreedifferencealgorithm,IBM Corporation's

XML TreeDiff [12]. The trials for both toolscover our threetestdatasets:bushy, deep,andmixed. Note

that the graphsareplottedin a log log scale. Also, althoughwe ran all threetestsfor Sdiff andthe Page

Digest,we have only plottedthe datafor the mixed datasetasthe performanceof the PageDigesttrials

werenotsigni�cantly affectedby changesin treeshape,with theresulton thisgraphof all threelinesbeing

plottedin approximatelythesameplace.For clarity, weomit thePageDigestdeepandbushylines.

Figure6(b)emphasizesthePageDigest'sability to domeaningfuldocumentcomparisonsalongdifferent

facetsof thedocument.TheIBM trial andthePageDigestSdiff trial show theperformanceof thetwo tree
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differencealgorithm.Applicationsthatonly requirestructuralcomparison,however, canrealizeasigni�cant

performanceincreaseby usingthePageDigest,which thePageDigestStructuretrial reveals.

Experiment 6: Comparisonwith GNU Diff Algorithm

Figure7showsacomparisonbetweentheperformanceof Sdiff andthestandardGNUdiff algorithm[10]

in Java [9]. This experimentis designedto show Sdiff 's performancecomparedwith a traditional text

baseddiff algorithm. We usedthe Java implementationto eliminatethe confoundingfactorof different

implementationsfrom theexperiment.
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Figure7: PageDigestPerformanceComparisonwith GNU Diff

The resultsof this experimentshow that GNU diff performsbetterthan the full Sdiff algorithmbut

performsworsethantheSdiff structuralchangedetection.We notethatGNU diff is a text basedalgorithm

that doesnot accountfor the treestructureor semanticsof the documentsit is comparing.Sdiff usesthe

structurally-aware PageDigest,so it candetectstructuralmodi�cations very quickly. Sdiff alsoprovides

morecontrolover thesemanticsof documentcomparisonthanis possiblewith GNU diff, makingit more

appropriatefor Webservicesthatoperateontreestructureddocuments.Many Webservicesrequireschange

detectionthat is speci�c to a single aspectof a document—suchas tag names,attribute values,or text

content.TheGNU diff algorithmdetectsany changeswhetherthey areinterestingto theserviceor not.

6 Conclusion

We have introducedPageDigest,a mechanismfor ef�cient storageandprocessingof Webdocuments,and

shown how a cleanseparationof thestructuralelementsof Webdocumentsfrom their contentpromotesef-
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�cient operationsover thedocument.Ourexperimentalresultsshow thatPageDigestencodingcanprovide

anorderof magnitudespeedupwhentraversingaWebdocumentandupto a50%reductionin thedocument

size.We have seentheimpactof PageDigeston theperformanceof theSdiff informationmonitoringWeb

Serviceandshown how PageDigest'sdriving principleof separationof dataandcontentprovidestheability

to performvery ef�cient operationsfor Web documents.Our analyticalandexperimentalresultsindicate

thatthePageDigestencodingcanplay a foundationalrole in largescaleWebservicesby enablingef�cient

processingandstorageof Webdata.

Our researchon PageDigestcontinuesalongtwo dimensions.Onthetheoreticalside,weareinterested

in studyingtheformal propertiesof PageDigestandits role in enhancingtree-basedgraphprocessing.On

thepracticalside,we areinterestedin deploying thePageDigestencodinginto a wider rangeof enabling

technologiesin the electroniccommercedomain,including Web servicediscovery throughsimilarity and

Webpagecompressionfor ef�cient storageof Webdata.
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