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Abstract

Therapidgrowth of the World Wide Webandthe Internethasfueledinterestin Webservicesandthe
SemantidVeb,whicharequickly becomingmportantpartsof moderrelectroniccommercesystemsAn
interestingseggmentof the Web servicesdomainarethe facilities for documentmanipulationincluding
Web search,information monitoring, dataextraction, and pagecomparison. Theseservicesare built
on commonfunctionalcomponentshat canpreprocessarge numbersof Web pagesparsingtheminto
internalstorageandprocessingormats. If a Web serviceis to operateon the scaleof the Web, it must
handlethis storageandprocessingf ciently .

In this paper we introducePageDigest,a mechanisnfor ef cient storageand processingpf Web
documentsThePageDigestdesignencouragea cleanseparatiomf thestructurakelementof Webdoc-
umentsfrom their content. Its encodingtransformatiorproducesmary of the advantagef traditional
stringdigestschemegetremainsnvertiblewithoutintroducingsigni cant additionalcostor compleity.
Our experimentakesultsshowv thatthe PageDigestencodingcanprovide at leastanorderof magnitude
speedupnvhentraversinga Web documentas comparedo using a standarddocumentObject Model
implementatiorfor datamanagementSimilar gainscanberealizedwhencomparingwo arbitraryWeb
documents.To understandhe bene ts of the PageDigestencodingandits impacton the performance
of Web services,we examinea Web servicefor Internet-scalenformation monitoring—Sdif. Sdiff
leverageghe PageDigestencodingto performstructurally-avare changedetectionand comparisorof
arbitrary Web documents.Our experimentsshav that changedetectionusing PageDigestoperatesn
lineartime, offering 75%improvementn executionperformanceomparedvith existingsystemsin ad-
dition, the PageDigestencodingcanreducethetagnameredundang foundin Webdocumentsallowing
30%to 50%reductionin documensizefor WebdocumentgspeciallyXML documents.
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1 Intr oduction

The promiseof Web servicesoffers an exciting new opportunityfor harnessinghe immensecollectionof
informationpresenton the Internet. To fully utilize the Web asan adwanceddatarepositorywill require
sophisticatedlatamanagemertechniqueghatwill provide the mechanismsor discorering new informa-
tion andintegratingthatknowledgeinto existing stores.Currentsearchenginesprovide corediscorery and
classi cationserviceshut foundationalwork is still neededo malke large-scaléNebservicesareality.

Oneimportantconsideratiorfor large Web servicesis datastorageand processingef ciency. Much
of the dataon the Internetis containedn HTML documentghatareusefulfor humanbrowsing but incur
signi cant dravbacksfrom a datamanagementerspectie. HTML hasnorealtypeinformationasidefrom
layoutinstructions so ary datacontainedn the documenis mixed with formattingandlayoutconstructs
intendedo helpbrowsersoftwarerendempageson screen Automateddataextractionor comparisorof Web
pagess expensive andslow.

Weintroduceanew documenencodingschemedo addressomeof theproblemsassociatewith storage
andprocessingf WebdocumentasameansowardenablingWWebserviceapplicationgo operateef ciently
on a large scale. The PageDigestencodingis designedio bring someof the advantagesof traditional
string digestalgorithmsto bearon Web documents.A PageDigestof a Web documents more compact
thanHTML or XML formatbut preseresthe original structuralandsemantianformationcontainedn the
sourcedocumentUnlike schemesisinggeneratompressiomlgorithms aPageDigestis not“compressed”
from the sourcenor doesit needto be “decompressedto be used,which minimizesthe processingieeded
to corvert a documentfrom its native format. Further the digestencodinghighlights the tree structure
of the original documentgreatly simplifying automategrocessingf digests.Finally, the PageDigestis
structurallyawareandexposegheinformationcontainedn adocumens treeshapeo applications.

Themajorcharacteristicef the PageDigestaresummarizedelow.

Sepaate structue and content.Documentson the Web—suchasHTML or XML—can be modeled
asorderedreeswhich provide amorepowerful abstractiorof thedocumenthanplaintext. ThePage
Digestusesthis treemodelandexplicitly separatethe structuralelementsof the documentfrom its
content.Thisfeatureallows mary usefuloperation®onthedocumento beperformednoreef ciently

thanoperatingonthe plain text.

Companble PageDigestscanbe compareddirectly to eachother Subsection®f the digestcan

alsobe comparedwhich providesthe meandor semanticallyricher documenicomparisonsuchas



resemblance.

Invertible PageDigestscanbeefciently cornvertedbackto the original document.Sincethe digest
encodings signi cantly smallerthanthe original documentjt providesa scalablesolutionfor large-

scaleWebservices.Thedigestis anideal storagemechanisnior a Webdocumentepository

Therestof the paperproceedssfollows. Section2 discussestherwork in the elds of generaldocu-
mentdigest,similarity, treeencodingsandchangedetection.Section3 presentthe PageDigestencoding
in detailandexaminethe procesf producinga digestfrom a standardVeb document.Section4 brie y
discussespplicationsof the PageDigest. Our experimentsin Section5 evaluatethe performanceadwvan-
tagesealizedby applicationsisingPageDigests.We concludeby consideringelatedefforts anddiscussing

futureresearchdirections.

2 RelatedWork

Digest. Thereis a large body of existing work on comparisoranddigestmechanisms$or generalext and
binary strings. One of the earliestapplicationsof thesealgorithmsis in network transmissiorprotocols
wherethey areusedto detectandpossiblycorrecttransmissiorerrorsin blocksof data. A simplescheme
is to appenda parity bit [19] to eachblock thatis chosento force the numberof “1”s in a bit stringto be
even or odd; the choiceof evenor oddis agreeduponbeforehand Hamming[11] proposedhe notion of
the Hammingdistancebetweenwo bit stringsanddeviseda mechanisnfor usingthis metricto produce
protocolsthat could correctsinglebit errorsin a block; this techniquehasbeenextendedto correctburst
errorsaswell [19]. Anotherfamily of error detectingalgorithmsis the cyclic redundang check(or cyclic
redundang code)[19, 2], which produces“checkword” for agivenstring. Thecheckwordis computedy
thesendeandappendedo thetransmittecblock. Onreceving theblock, therecever repeatthe checksum
computatiormandcomparegheresultwith thereceved checksumif they differ, the blockis assumedo be
corruptandtherecever typically requestsa retransmission.

Anotherapplicationof digestalgorithmss in theareaof informationsecuritywherethey areusedo pro-
tectpasswords,cryptographidkeys, andsoftware packagesPerhapthe mostpopularof the cryptagraphic
hashfunctionsis the MD5 [15] algorithm,which is an extensionof ProfessoRivests earlierMD4 algo-
rithm [16]. Otherexamplesof similarhashfunctionsincludeSHA-1[8] andits variantsandtheRIPEMD [7]
family; SHA-1 is an extensionof MD5 while RIPEMD was developedindependently Although the me-

chanicsof thesealgorithmsdiffer, they have similar designgoals.



Thethreeimportantfeaturedor cryptographiapplicationsare pseudo-uniquéashingrandomization,

and computationallydif cult inversion. Supposewe have a hashfunction . Ideally, if two documents
and exist suchthat , then ; corversely . However,
thesehashalgorithmsproduce x edlengthresults(thatis, is constanfor ary ), soguaranteein@

uniguehashfor ary arbitraryinputis impossible Ratherthesealgorithmsaredesignedor computationally
dif cult inversion:for agiven , hding an thatgenerates is computationallydif cult by current
standards.

Therandomizatiorpropertyof thesealgorithmsmeanghatsmall changesn the input documentesult
in dissimilarhashvalues.Given and ,where isasingle-bitmodi cation of and will
betotally distinct.

In designingthe PageDigestencodingwe attemptedo capturethe utility of stringdigestmechanisms
while leveragingthe uniquefeaturesof Web documentsThe PageDigestdesigndivergesfrom moretradi-
tional digestmechanismsvith respecto its intendedapplicationdomain,focusingon ef cient processing,

comparisonandstorageutility ratherthancryptographicsecurityor errorcorrection.

Change Detection and Diff Sewvices Traditional changedetectionand differencealgorithmswork on
stringsor trees. PastresearcHocusedon establishinga setof changeoperatorsover the domainof dis-
courseandacostmodelfor eachof thede ned operatorsOncetheseparametersvereestablishedthegoal
was, given two elementdrom the domain,to constructan algorithmthat would producea minimum-cost
edit scriptthatdescribedhe changedetweerthetwo elementsvith the smallesioverall costof operations.
Barnardetal. [1] presenta summaryof seseral string-to-stringandtree-to-treecorrectionalgorithms.Den-
nis Shasha&tal. [18] summarizeéheirwork onvariousproblemgelatedto tree-to-treeorrectionandpattern
matchingin trees.Chavatheand Garcia-Molina[6] extendportionsof this work with additionalsemantic
operatordo make the differencedocumenimoremeaningful:in additionto insert,delete andupdate they
introducethe operatoramove, copy, and glue to impart greatersemanticmeaningto the generatedliffs.
Changedetectionusingthesealgorithmsconsistsof generatinga minimum-costedit scriptandtestingto
seeif thescriptis empty Algorithmsfor generatingninimum-cosedit scriptsfor treesarecomputationally
expensve, while stringdifferencealgorithmsmissmary of the nuance®f tree-structuredataformats.
Othershave alsorecognizedhe importanceof fastchangedetectionthat tamgetstree-structurediocu-
ments,suchasHTML andXML. Khanetal. [13] computesighaturegor eachnodein atree,allowing fast
identi cation of only thosesubtreesvhich have changed. The main costhereis the computationof the

signatureof eachnode. The dravbackto this approactis that falsenegatves—documentsvhich change,
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Figurel: SampleHTML PageandAssociatediree

but the signatureof the root nodedoesnot change—argossible.Marny applicationscannottoleratefalse
negatives,makingthis approachunsuitableor undesirabldor suchsystems.

We have written a changedetectionalgorithm, Sdiff, that explicitly usesthe structuralcharacteristics
exposedby the PageDigestencoding. This algorithm deviatesfrom the focus of earlierwork by lever
agingthe unigueencodingof the PageDigestto detectsemanticallymeaningfulchanges.Sdiff explicitly
supportanary differenttypesof changedetectionproviding a smoothtrade-of betweercostandthelevel
of changedetail extracted. The supportedypesof changedetectioninclude simple changedversusnot
changedef cient markupof exactly which elementshave changedetweentwo versionsof a document,
andcomputationof a minimal edit scriptthattransformsoneversioninto another Many applicationscan
useSdiff's e xibility to achieve betterperformanceandsemantidnterpretatiorof data.Using Sdiff, a Web
servicecancomparedocumentgjuickly andwith more controlthantext diff algorithmsallow, examining
particularfacetsof thedocumenthatareinterestingandignoringchangesn uninterestingportions.For ex-
ample applicationssuchasWebchangamnonitoringserviceseedto detectinterestingchangedo aspeci c
aspecbr subsebf a page but do not needto computeedit scripts.If aWebservicerequiresfull edit scripts
for properoperation,Sdiff caninvoke a powerful tree-dif algorithmthat focusescomputingresource®n

only thosedocumentshathave beenchanged.



3 PageDigest

3.1 Overview

The PageDigestis a straightforvard encodingthat canbe ef ciently computedfrom an orderedtreeof a
sourcedocumentsuchasanHTML or XML document.Figurel shavs anexampleof arenderedHTML
pageanda visualizationof its tag-treerepresentation.

ThePageDigestencodingconsistf threecomponentsnodecount,depth rst child enumerationand
contentencoding We selectedheseparticularelementdor inclusionin theformatbasecdn carefulevalua-
tion of Webdocument@andthe characteristicef thosedocumentshatareimportantfor mary applications.
For example,the treestructureof a documentcanhelp pinpointdataobjectlocationsfor objectextraction
applications.

NodeCount. The rst componenbf a PageDigestis a countof the numberof nodesn thedocumens
tree representation.The main purposefor this countis for fastchangedetection:if two documents
and have differentnodecountsthen . Inclusionof this countcaneliminatecostly difference
computationgor changedetectionapplicationsandprovidesa sizeestimationfor storagemanagement.

DFS Child Enumeation. The secondcomponentof the digestis an enumeratiorof the numberof
childrenfor eachnodein depth- rstorder In atypical WebdocumentncodingsuchasHTML, thestructure
of the documentis entwinedwith its content. We hold that separatinghe contentand structureof the
documentprovidesopportunitiedfor moreef cient processingf thedocumentor mary applications.We
have alreadymentionedusingstructuralcuesto extractdataobjects;,documenstructurecanalsobe usedto
enhancehangealetectiorasdescribedn Sectiord.

ContentEncodingand Map. Finally, the PageDigestencodeghe contentof eachnodeandprovidesa
mappingfrom anodeto its content.Usingthe contentmap,we canquickly determinewhich nodescontain
contentinformation. The contentencodingpreseresthe “natural order” of the documentasit would be

renderecdbn screeror in print, which canbe usedto producetext summarie®f thedocument.

3.2 SpecializedDigestEncodings

In the previous sectionwe examinedthegeneraPageDigestencodinghatcanbeappliedto mary different
typesof documentsHowever, if morespeci ¢ informationis availableabouta particulartype of document
to be encodedijt is possibleto constructa specializeddigestformat that takes advantageof the nuances

of thattype. For example, TeX documentandHTML both have additionaldocumentfeatureshatcanbe
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Figure2: TreeFragmentvith CorrespondindPageDigest

encodedandused.

We have constructeda specializeddigestfor HTML pages. In additionto the three componentof
the generaldigestformat,the HTML encodingincludestwo additionalaspectstag type informationand
attributes. All HTML nodesare taggedwith a particulartype suchas“BODY” or “P.” While we could
encodehis informationasaform of content,it is adwantageouso usea specializedencodingo exploit the
characteristicef HTML. Tagstendto be quiterepetitive, sousingatagencodinganda mapfrom nodesto
theirtagallows usto storeeachuniquetagnameonly oncefor theentiredocumentthussaving storageand
memorycosts.This alsoprovidesanef cient mechanisnior locatingnodesof a particulartype.

The specializedPageDigestencodingcanalsohandleXML documentswhich are more data-centric
thanHTML andtendto have longer moredescriptve tag names.Giventhattagsin XML documentdgend
to comprisea higher percentagef the overall document,PageDigestsfor XML documentsan present

signi cant saving in termsof storageandmemaorycosts.

3.3 PageDigestExample

Considerthe exampleWeb documentin Figure 1, which shaws the tree representationf a pagefrom a
Canadiamews site [5] with text nodesomittedfor clarity of the diagram. This examplepageis typical
of Web pagesmodeledastrees. It containstwo subtrees—rootedt nodes“head” and “body”—that are
childrenof theroot HTML node.Theheadof thedocumentontainghetitle tagandtext of thetitle, while
the body of the pagecompriseghe bulk of the documentand containsthe contentof the pageenclosedn
severaltables plusatablefor thenavigationmenuanda few imagesandforms.

Thetreefragmentin Figure2 shavs oneof thetablesubtreeof Figurel with the additionof the node



attributesandtext nodes.Thenodetypes—ortaghames—appedo theright of thenode.Attributesappear
below the nodeto whichthey belongandaredenotedwith the*@” symbol.All nodesexceptfor text nodes
areshowvn ascirclesonthegraph;text nodesareshavn via thelabel“#TEXT” followedby thetext content
of thenoderepresenteavith a single-lettevariable. The documenfragmentrepresentedy this subtrees
atablethatcontainsonerow with two columns—child‘tr” with two “td” children. The rst columnof the
table containsan imagewhile the secondcolumn containsanotherntable containingtwo columnswith an
imageandsometext.

To theright of thesubtreds its PageDigestrepresentatiomcludingthe HTML tagandattribute exten-
sions.N shavs thenumberof nodesin the subtree Therepresentationf thetreestructureof thedocument
is containedn thelist ST, whoseelementsarenumberof childrenateachnodein depth- rsttraversalorder
Notice that the subtreeroot node“table” hasonechild: ST[0] thereforehasthe value1'. Continuingin
depth- rst order “tr" hastwo children(ST[1] 2), theleftmostchild “td” hasonechild (ST[2] 19,
andthenode“img” containsno children(ST[3] 0'). Theencodingcontinuesn asimilar fashionalong
therestof the subtreen depth- rstorder

The array ST hasseveral useful properties. It encodegshe structureof the tree and can be usedto
re-constructhesourcedocumenbr generatehe pathto a particularnode. It alsoprovidesa compactepre-
sentatiorof thetree. ST canin mostcasese easilyencodedn only N charactersvithout ary bit-packing
or othercompressiortechniques.Eachnodecanbeidenti ed via the ST arrayindex, which indicatesthe
nodes positionin the array: therootis “0,” theroot child node“tr” is “1” andsoon. Finally, ST canbe
usedto quickly identify areasof interestsuchasleaf nodesor large subtreenodesin thetree. The subtree
anchoredatthe“font” node,for example,containss childrenwhile every othernodehas2 or fewer.

TL, AL, andCL denotea taglist, an attribute list, anda contentlist respectiely. TL is the setof all
nodetypesfoundin the subtree.AL is the setof all the attributesencounteredCL is a setcontainingary
contenfrom #TEXT nodes.TM, AM, andCM denoteagmapping attribute mappingandcontentmapping
respectrely. They mapthenodearrayST to thetype,attribute, andcontentlists. Thenodesarematchedo
theirtypes,attributes,andcontentsn thesameorderthey appeaiin ST. Thus,therootnode,0, is mappedo
TM[O] 1indicatingit hastypel, AM[0] - andCM[0] °-' signifyingthatthisnodehasno attributes
or content.Looking closerwe obserethatTL[TM[0]] TL[1] type“table; exactlyaswewouldexpect
giventhattherootnodeO is of type“table”

Everynodemusthave anentryin TM sinceevery nodehasatype. For HTML, thesizeof TL istypically

lessthanN sincetagsareusuallyrepeatedin ary given page,thereis usuallymorethanone nodeof the



sametype,beit atext section paragraphtablerow, or sectionbreak.In contrasthaving anentryin AM or
CM dependsentirely uponwhetherthe nodehasattributesor content. Obsene thattext contentis always
foundattheleavesof thetree:CM[x] °-' impliesthatST[x] 0, wherex is theindex on the numberof

nodesn thesubtredablerangingfrom 0 to

3.4 PageDigestConversion Algorithms

Algorithm 1 shavs asketchof thealgorithmfor convertingasourcedocumeniMnto its digestedorm, while
Algorithm 2 codeshereverseprocessFor thesealgorithmswe assumehatadocuments well-formed21]
with properlynestedags. Dueto the spacerestrictionandwithout lossof generalitywe only describethe
constructiorof ST arrayandomit the algorithmdetailfor constructingag hame(TL, TM), attribute (AL,
AM), andcontent(TC, CM) arraysfrom thesealgorithms.An overvien of theimpactof thesefacetsonthe
time andspacecompleity of ouralgorithmswill bereportedn Section3.5.

Algorithm 1 beginsby initializing thedataits datastructuresincludinga stackthatis usedto keeptrack
of nodeancestryanda PARENTarraythat keepstrack of eachnodes parentindex. The mainloop of the
algorithmreadsthe characterof the input documentWuntil it reacheghe end of the input. While it is
readingthealgorithmscanghedocumenfor startandendtags ,which determinghestructurainformation
andancestorcontet for eachnode. The endresultof Algorithm 1 is the structuralarray (ST) with node
countinformation.

Analysisof Algorithm1. Thealgorithmreadshecharactersef Wanduseshestackto retaintheancestor
hierarchyof the currentnode.A newly encounterediagindicatesa descentiown thetree,while anendtag
indicatesa returnup thetree. The time compleity of the algorithmis dominatedoy line 12, which scans
partof thesourcedocumentVat eachpass.Eachscanis non-oserlappingwith all otheriterations,andeach
partof Wis readonly once,giving a total time for all iterationsof , Where W . Theothersteps
insidetheloop areall operationgo within aconstanfactor sotheremainingstepsof theloop require

, where is thenumberof nodesin W we thushave . However, we notethat is atmost -
sinceeachnodein Woccupiesaminimumof 7 characterswhichyieldsa nal time complexity of for
Algorithm 1.

The spacerequiredby the algorithmis dominatedby the PARENTand ST arrays,eachof which oc-
cupy characters.In addition,the spacerequiredby the stackS is boundedby the depthof the tree
representationf W in the worst casewhereW is a linked list, S occupies spaceat the end of the

algorithm.



Algorithm 1 Page Digest
W <character array of source document>
S
PARENT = ]
ST = ]

[* root has no parent *
PARENT[0] = '
S

’
10

while W EOF do
tag = W
if isStartTag(tag) then
if index 0 then
PARENT[index] = S 15
ST[PARENTI[inde x] ]+ +
ST[index] =0
end if
index, S
else 20
S
end if
index++
end while

Algorithm 2 shaws the procesf cornverting from a PageDigestbackto the original document.This
procesds modularizedinto two components.The main routine maintainsa visited list V to track nodes
that have alreadybeenseenduring the tree traversal. The stackS maintainsthe ancestothierarchyand
preseressibling orderfor thetraversal. The CHILDRENarraykeepsa list of eachnodes children,which
is obtainedfrom the subroutinelnitially, the stackcontainsonly theroot node. The mainloop of
thealgorithmproceeddy poppingthetop nodefrom the stack;this is the currentnode.|f the currentnode
hasnot yet beenvisited, threeactionsoccur: the opentag for thatnodeis output,the nodeis pushedback
onthe stackandthevisitedlist, andthe nodes childrenare pushedontothe stackfrom right to left sothey
will bevisitedin left to right order If the currentnodehasalreadybeenvisitedwhenit is rst poppedoff
thestack,thenthealgorithmhas nished traversingthatnodes childrensoit outputsthenodes closingtag.

The subroutindakesa PageDigestandconstructslist of theindicesof eachnodes children.
To accomplishthistask,it requiresastackCSto maintainthenodehierarchy Thesubroutinerst constructs
anarray of emptylists to hold the childrenof eachnode. Then, startingfrom the root node, it visits each
nodein ST keepingthe currentnodes parentasthe top elementof the stack. Every nodeis addedto its
parents CHILD list. If the currentnodeis aninternalnode,the next nodesin the depth- rst orderedST
arraywill bethechildrenof the currentnode,sothe subroutingpusheshe currentnodeontothe stack.For

leaf nodesthe subroutinechecksthe top nodeon the stackto seeif the currentnodeis its lastchild; if so,



Algorithm 2 PageDigestto originaldocument

P Digest of Page W

ST P.ST
V
S
CHILDREN P
/* push the root onto the stack
0, S
while S do
current S
if current V then
current, S
V current \/
<+ current + >
for ¢ CHILDREN][current
c, S
end for
else
</ + current + >
end if
end while

/* subroutine to find children
N nodeCount(P)

cS
ST P.ST
CHILD = ]

for index =0 to (N - 1) do
CHILD[index] =
end for

/* push the root onto the stack
0, CS
for index =1to (N - 1) do
parent = S
index, CHILD[parent]
if ST[index] 0 then
index, CS
else
CHILDJ[index]
if  ST[parent] CHILD[parent]
CS

end if
end if
end for

] do

of all

then
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thetop nodeis poppedoff the stackandtheroutinecontinues.

Analysisof Algorithm 2. We rst considerthe compleity of the main portion of the algorithm. Ini-
tialization of variables—erceptingthe CHILDRENarray which we will discussshortly—canbe donein
constantime. Althougha cursoryinspectionof the body of the algorithmsuggests operationgddue
to thenestedoops,carefulinspectiorrevealsthattheinnerfor -loopwill visit eachnon-rootnodeexactly
once,therebyexecutingexactly pushoperationsover the courseof all iterationsof the outerloop.
Additionally, we canensurethatthe operationincursno additionalcostby traversingthe CHIL-
DRENIists from the endratherthanthe front. For the visited list check,if V is handledndvely asa list,
thealgorithmwill executeapproximately searchesfV, alist of averagesize —. However, usinga hash
tablefor V will yield constantime searchesndinserts. The otheroperationsontainedn the outerloop
executein constantime. Thus,the compleity of the algorithmarisesin partfrom the costof pushingall

non-rootnodesontothe stackin theinnerloop. We have anadditionalcostof for the outerloop
where is a constanrepresentinghe total costof operationdor the outerloop. This yieldsa total costfor
bothloopsof

Computatiorof the CHILDRENIists involvesseveralconstantime variableinitializationsplus  empty
list creationdn the rst for loop. Thebodyof thealgorithmloops timesover the nodesof the Page
Digest,performingseveralconstantime stackmanipulationscomparisonsandlist additions.Total costfor
theloopis , where representghe costof the operationf theloop.

Our nal costfor Algorithm 2 is the costof computingthe CHILDRENIist plusthe costof the output

routine. Thetotal costis , yieldinga nal time complity of

3.5 Further Analysis

Algorithms 1 and2 shav PageDigestcorversionon simpli ed documentdor clarity of presentationbut
corverting actualWeb documentsaddsonly a few additionalprocessingequirements.The PageDigest
shavn in Figure2 capturesall the component®f thedocumenby encodinghetype,attribute,andcontent
lists. Thesemappingscanbe built up at the sametime thatthe structurearrayST is constructedvith little
additionalcomputatioroverhead.The spaceoverheador the mappingsAM TM andCMis . Redundant
tag namesare eliminated,so eachuniquetag namein the documents storedonce;we will demonstrate
the savings affordedby this techniquan the experiments.Theattribute andcontentlists consumeahe same
amountof spaceasin thesourcedocument.

We assumen the abore algorithmsthat Web documentsare well-formed: propernestingand closing

11



tagsareassumedo bein place. Although propernestingis an absoluterequirementit is possibleto relax
the strict requirementfor closingtagsin somecircumstances.For instance, HTML speci cationshave
historicallyallowedtagssuchas“br” thatdo nothave anendtag. In suchcasesywe cangeneratanimplied
closingtagusingrulesthatarespeci c to eachtagtype;it is alsopossibleio correctsomeHTML errorsthis

way.

4 PageDigestApplications

Now thatwe have seenthe PageDigestencodingwe considerseveral applicationexamplesthatmake use

of the PageDigestto increaseaheir operatingef ciency.

4.1 DocumentComparison

ThePageDigestprovidesseveraladwantage®ver standardVebdocumenftormatsfor changedetectiorand
diff generatiorapplications.First, the digestseparatethe structuralelementsof a Web documentrom its
content,allowing the changedetectionanddiff algorithmsto run independenthof eachotherto speedup
the changedetectionstep. The PageDigestis designedo make the importantstructuralinformationof a
Webdocumengxplicit andstoresuchinformationin acompacform thatcaneasilybescannedor changes.
For example,afterthe encodingof a Webdocumenis complete the numberof nodesin thedocumentand
a list of typesarebothimmediatelyavailable andeasilycomparable.lt is alsoeasyto identify leaf nodes
andtheir contents.This separations not presenin mary otherdiff toolsincludingUnix diff ~ [10], which
mustcomputeheentirediff by scanningall thebytesin theinput les to reportwhetheror notachangehas
occurred.

We have incorporatedhe PageDigests designprinciplesinto a Web changemonitoringapplication—
Sdiff. Sdiff usegheuniquecharacteristicef the PageDigestto performef cient structurally-avarechange
detectionchangdocation,anddifferencegeneratioron Webdocumentslit' s algorithmsoperateover struc-
tural, tag, attribute, andcontentfacetsof the Web documentFor instancecomparingnodecountsandtree
structuredetweentwo documentdigestscanbe donewith comparisonswherethe numberof nodes

is signi cantly smallerthannumberof character®f the sourcedocumentsThis techniquas muchmore
efcient thaneven the besttree differencealgorithms,leadingto signi cant ef ciency improvementsfor
changedetectionover documensetswith evenoccasionastructuraldifferences Algorithm 3 shawvs anex-
ampleof this structuralkchangedetectiorthatmight be usedaspartof a Webchangenonitoringapplication.

For furtherdetailson the otheralgorithmsin the Sdiff suite,see[17].

12



Algorithm 3 StructuralChangeDetection

= Original Page Digest of page at time (loaded from disk)
= Page at time

let = PageDigest( )
if .Size .Size  then
/* Digests have different number of nodes */
return  true
else
let =0
for .Size do
if STI[i] STIi] then
/* Digests have different structure at node */
return  true
end if
end for
end if

return false

Intuitively, structuralchangedetectionrst checksif the numberof nodesin the two documentss the
samejf not, atleastonenodehasbeeninsertedor deleted soastructuralchangenasoccurred However, if
thesizesarethesamethealgorithmmuststill checkeachnodesinceit is possiblefor thenodego have been
rearrangedlf ateachnode in bothdocumentghe numberof 's childrenis the same thenno structural

changehastaken place.

4.2 WebData Extraction

Web dataextractionservicestry to automaticallydetectand extract objectsfrom Web documentswhere
“objects”arede nedto bethedataelementfoundonthe page.Non-objectcontentincludesadwertisement,
navigational, and formatting constructshat do not make up the information corveyed in the document.
Thesedataobjectscanthenbe usedby Web servicedor taskssuchasintegratingdatafrom differentsites;
automationallows suchservicesto extract the datacomponentof a pagewithout site-speci ¢ cluesor

markupconventions. As an example,one applicationallows a userto enterqueriesaboutbooksand see
relevantinformationcompiledfrom several online book vendors. The bene t of the PageDigestfor Web

dataextractionstemsfrom the digests compactformatandfastaccesgo tagtype informationthatis used

to determineobjectboundariesAn exampleWeb dataextractionsystemis Omini [4].

4.3 DocumentSimilarity

Anotherinterestingapplicationin the documenicomparisordomainis similarity estimationbetweendoc-

uments. Traditionalmessagealigestalgorithmsprovide exactnessletection,but it is sometimesusefulto
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know if two documentsare“similar” [3] in somefashion: Web searchenginesthat provide similar pages
to a given searchresultmight employ this type of estimate. With the PageDigest, we extendtraditional
similarity estimateideasto provide a more semanticallyrich setof similarity comparisons.Two intuitive

comparisonsirestructure-onlyandcontent-onlysimilarity, but it could alsobe usefulto comparehedocu-
mentsat a speci ¢ setof nodes:for instancepnemight posethe question‘What is the similarity between

theparagraphsf thesetwo documents?”

5 Experiments

We reporttwo setsof experiments.The rst setof experimentsis designedo testvariouscharacteristics
of the PageDigestwhen performingsomecommonoperationsover Web documents.The secondset of
experimentdestedthe rst versionof our Sdiff implementatioron several datasetswith the goal of evalu-
ating Sdiff's performanceharacteristicselative to othertools. We will rst discussour experimentaketup
by noting the equipmentandlanguagdeaturesusedto run our experiments.We alsodiscusshe testdata
includinghow we obtainedthe datasetandwhatthe testdatais intendedto model. Finally, we outline our

experimentagoalsandpresentheresults.

5.1 Experimental Setup

Equipment and TestData. All measurementweretaken on a SunFire280 with 2 733-MHz processors
and4 GB of RAM runningSolaris8. The softnarewasimplementedn Java andrun on the Java HotSpot
Sener virtual machine(build 1.4.0, mixed mode). The algorithmswere run ten timeson eachinput; we
averagedheresultsof thetenexecutiongo producethetimesshavn.

We usedtwo sourcesof datafor our experiments:datagatheredrom the Webandgeneratedestdata.
TheWebdataconsistof time-seriesnapshotsf certainsitesandpagesollectedfrom a distributedsetof
sites.Forthegeneratedata,we built acustomgeneratiorniool thatcancreateXML documentgontainingan
arbitrarynumberof nodeswith auserspeci edtreestructure . Thedatausedin theseexperimentsonsistof
document®f varioussizeswith threebasictreeshapesbushy mixed,anddeep.We useddatawith different
shapedo modelthevariety of datafoundin differentapplicationscenariogndto testthe sensitvity of tree

processin@pplicationgo treeshape.
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Figure3: PageDigestTraversalandObjectExtraction

5.2 PageDigestExperiments

Thesuiteof experimentsoutlinedherearedesignedo testvariouscharacteristicef the PageDigestwhen
performingsomecommonoperation®ver WebdocumentsOur experimentabjoalswereto modelreal\Web
data,to testthe strengthsandweaknessesf the PageDigestalgorithms,andto gaugeperformanceelative

to similartools.

Experiment 1: TreeTraversal

Figure3(a)shavs acomparisorof thecostof traversinganentiredocumentreefor boththePageDigest
andDOM. The PageDigestis ableto completetraversalsfasterthanthe DOM implementatiorusedin our
tests;usingthe PageDigestfor DFStraversalsis equvalentto scanninganarrayof size , whichaccounts

for the Digests hugeperformancedwantagdor depth rst search.

Experiment 2: Object Extraction Performance

Objectextractionfrom Web documentsoccursin four phases:read le, parse,identify subtree,and
determineobjectdelimiters.This experimentuseshe Omini [4] objectextractionlibrary, whichusesadoc-
umenttreemodelfor its processingoutines.In this experimentwe shav theobjectextractionperformance
usingan off-the-shelfDOM implementatiorcomparedwith a re-implementatiorusingPageDigestasthe
processingormat.

Of the four phaseswye expectthe readingtime to be constantor both systemssincethey both usethe

samelO subsystemThe parsingandsubtredadenti cation phasesely on treetraversalsto function,which
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we expectto be an adwantagefor the PageDigestencoding. Objectdelimiter determinationoperateson
nodesof the already-traersedtree,which doesnotimmediatelypresentain adwvantageto eitherapproach.
Figure3(b) shavstheaverageandmaximumperformancaimesfor Omini usingPageDigestandDOM.
Thegraphbarsshav theaverageperformanceime for all datasamplesn theexperiment.We have included
error barsthat shav the rangeof timesobtainedusingour experimentaldataset: the low endof the baris
the fastesttime recordedwhile the high endis the slowvesttime. As we expected,the time to readthe
pagewasidenticalbetweerthetwo implementationsThe DOM implementatioredgedout the PageDigest
versionfor objectseparatiorminimum, maximum,and averagecaseperformancewhile the PageDigest

implementatiorperformedmarkedly betterin mostcasedor parsingandsubtregdenti cation.

Experiment 3: SizeComparison
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Figure4: PageDigestSizeComparison

Experiment3 presentsa sizecomparisorbetweertwo documentsn XML formatandtheir equivalent
PageDigests. The PageDigestencoding,while not a traditional compressioralgorithm, canreducethe
sizeof documentdy eliminatingredundanstorageof tagsin the source presenin bothHTML andXML.
Naturally the savings afforded by this featurevary with the type of databeingdigested: content-heay
documentsvith few tagswill bene t theleast,while highly tag-repetitre data-centricddlocumentsvill enjoy
thelargestreductionin size.

This experimentexaminesthe potentialreductionoffered by the PageDigest; Figure 4(a) shavs the
results.All tagsizesin thedatawere x edat5 or 10 charactersThex axisin thegraphis the percentagef
tag repetitions:the 50% mark, for example,shavs the compressionvhen50% of the documens tagsare

the sameandthe other50%areall unique.
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Experiment 4: PageDigestGeneration, Revert, and Load Time

This experimentexaminesthe time requiredto corvert a Web documentirom its native formatto the
PageDigestfor variousdocumentsizes. Figure 5(a) shaws the performanceof loading both parsedand
pre-computedPageDigestencodings.For applicationshat canmake useof cacheddata,suchaschange
monitoring applications,cachingPageDigest representationsf pagesis a clearimprovementin storage
spaceandloadtimesthatdoesnot sacri ce ary e xibility: the sourceHTML canalwaysbereconstructed
from the PageDigestif needed.

In addition,the graphshavs thetime neededo createa PageDigestcontrastedvith the time needed
to constructan in-memory DOM tree of the samedocument. This testcompareghe JTidy [14] DOM
parseffor HTML DOM treegenerationthe Xerces[20] SAX parseifor HTML DOM, andthe PageDigest
generatowhich alsouseghe XercesSAX parserAlthoughthe SAX basedHTML to PageDigestconverter
outperformsthe errorcorrectingDOM parser loadingthe native PageDigeststoredon disk demonstrates
the greatesperformancegainsinceit requiresminimal parsingto returnanin-memaorytreerepresentation.

We notethatthestandard&sAX to DOM corverterperformsslightly betterthatthe PageDigestgeneratar
Thisis dueto theminimal overheacheededo organizethe PageDigestafterparsinga costwhichthe DOM
generatodoesnot incur. However, this performancehit is mitigatedby the substantiabavingsin traversal
time affordedby the PageDigest,asshavn in Experimentl.

Figure 5(b) shavs the performanceof our implementationof Algorithm 2, which corverts a docu-

ments PageDigestbackto its native format. Note that unlike the discussiorof Algorithm 2 presentedn
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Figure6: PageDigestPerformanc&Comparisorwith IBM CorporationXML TreeDif

Section3.4, our implementatiorconverts the original documeniexactly andpreserestype, attribute, and
contentinformation.We con rm our algorithmicanalysisandshav thatthetime requiredto corverta Page
Digestto its native form is linearly proportionalto the sizeof theinput documentanddoesnot dependon

thetreeshape.

5.3 Sdiff Experiments

We testedSdiff's performanceelative to otherdocumentomparisorapproachesOur goalwith the perfor
mancetestswasto emphasizeéhe bene t of separatingtructureandcontentin Webdocumentswhichis a

corecomponentn the Sdiff design.

Experiment 5: PageDigestChangeDetection

Figure 6(a) comparesSdiff's performancewith anothertree differencealgorithm, IBM Corporations
XML TreeDiff [12]. Thetrials for bothtools cover our threetestdatasets: bushy deep,andmixed. Note
thatthe graphsareplottedin alog log scale. Also, althoughwe ran all threetestsfor Sdiff andthe Page
Digest,we have only plottedthe datafor the mixed datasetasthe performanceof the PageDigesttrials
werenotsigni cantly affectedby changesn treeshapewith theresulton this graphof all threelinesbeing
plottedin approximatelfthe sameplace.For clarity, we omit the PageDigestdeepandbushylines.

Figure6(b)emphasizethePageDigests ability to domeaningfuldocumentomparisonslongdifferent

facetsof thedocument.The IBM trial andthe PageDigestSdiff trial shav the performancef thetwo tree
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differencealgorithm. Applicationsthatonly requirestructuracomparisonhowever, canrealizeasigni cant

performancencreaseyy usingthe PageDigest,which the PageDigestStructuretrial reveals.

Experiment 6: Comparisonwith GNU Diff Algorithm

Figure7 shavsacomparisorbetweertheperformancef Sdiff andthestandardsNU diff algorithm[10]
in Java [9]. This experimentis designedio shav Sdiff's performancecomparedwith a traditional text
baseddiff algorithm. We usedthe Java implementatiorto eliminatethe confoundingfactor of different
implementation$rom the experiment.
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Figure7: PageDigestPerformanc&€omparisorwith GNU Diff

The resultsof this experimentshov that GNU diff performsbetterthanthe full Sdiff algorithm but
performsworsethanthe Sdiff structuralchangedetection.We notethatGNU diff is atext basedalgorithm
that doesnot accountfor the tree structureor semanticof the documentst is comparing. Sdiff usesthe
structurally-avare PageDigest,so it candetectstructuralmodi cations very quickly. Sdiff alsoprovides
more control over the semanticof documentcomparisorthanis possiblewith GNU diff, makingit more
appropriatdor WebserviceghatoperateontreestructureddlocumentsMany Webservicegequireschange
detectionthat is speci ¢ to a single aspectof a document—suclas tag names,attribute values,or text

content.The GNU diff algorithmdetectsary changesvhetherthey areinterestingo the serviceor not.

6 Conclusion

We have introducedPageDigest,a mechanisnfor ef cient storageandprocessingf Webdocumentsand

shavn how a cleanseparatiorof the structuralelementof Webdocumentgrom their contentpromotesef-
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cient operationverthedocumentOur experimentakesultsshav thatPageDigestencodingcanprovide
anorderof magnitudespeedupvhentraversingaWebdocumentndupto a50%reductionin thedocument
size.We have seentheimpactof PageDigeston the performancef the Sdiff informationmonitoringWeb
Serviceandshavn how PageDigests driving principleof separatiorof dataandcontentprovidestheability
to performvery ef cient operationdor Web documents.Our analyticaland experimentalresultsindicate
thatthe PageDigestencodingcanplay afoundationakole in large scaleWebservicesy enablingef cient
processing@ndstorageof Webdata.

Ourresearclon PageDigestcontinuesalongtwo dimensionsOnthetheoreticakide,we areinterested
in studyingthe formal propertiesof PageDigestandits role in enhancingree-basedjraphprocessingOn
the practicalside,we areinterestedn deplo/ing the PageDigestencodinginto a wider rangeof enabling
technologiesn the electroniccommercedomain,including Web servicediscorery throughsimilarity and

Webpagecompressioffior ef cient storageof Webdata.
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